
Providing AI-enhanced 
imaging with the 
most secure data 
management standards

Data security and compliance

	 Data encrypted at rest using AES-256  
encryption and in transit using TLS

	 Immutable Operating System to 
strengthen the system against malware 

	 Containerized platform architecture to 
minimize attack surface 

	 Real-Time monitoring and logging with  
built-in telemetry

	 Faster and simpler patching of 
application and security vulnerabilities

	 Comprehensive Incident Management 
Plan and communication protocols

	 Secure development practices including 
frequent vulnerability assessment of 
SBOM (software Bill of Materials)

	 Role-based access control

RapidAI is committed to upholding the most rigorous information security standards and continually invests in  
people, processes and technology to protect the platform and your data. The Rapid platform has been developed  
using the National Institute of Standards and Technology (NIST) cybersecurity framework. It is also HIPAA compliant,  
GDPR compliant, ISO 13485, ISO 27001, ISO 27701 and SOC2 Type 1 certified. 

The following safeguards are in place across the entire portfolio of products, ensuring international data  
and compliance requirements are being met at every level.

Mobile security

	 Multi-factor authentication

	 Biometric support

	 Inactivity timeouts

	 Integration with Mobile Device  
Management systems

Information and utilization 
management

	 User access and management controls 
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